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Workflow

®

GG

9 Formalisms with (manual | automated) transformations between them:

Formalism

Used for

Natural Language

User requirements

Structured Language

Use Cases containing Scenarios

Class Diagrams

Concepts of the problem domain and their
relationships

|
|
1 @ Regular Expressions:
r 1

] ::> £5[a]"a{(CL ('d+)) RS (d*)
| n# S “a]"'a{CR '2) RR \I\'n

Sequence Diagrams

The ways stakeholders interact with the
system

: ®

class MyScannen( Scanner):
def _mit_ (sclf, stream)

\

VERIFY /

10

OK?

Regular Expressions (with memory)

Encoding the interaction
patterns/sequences from the Sequence
Diagrams

State Automata (with memory)

Automata to recognize the patterns
described in Regular Expressions

Code

An encoding of the state automaton
checking the regular expression

Behaviour Traces

Obtained from the execution of an
implementation of the requirements

Boolean (pass|fail)

Test Result (comparing behaviour traces to
a pattern encoding a requirement)




regexp

may not be the most
appropriate formalism
from a

* cognitive

* performance

point of view
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Model-Based Systems Engineering (MBSE) workflow: model and simulate

MODEL SIMULATION
= U RESULTS
;
MONITORING ' ’_H—M
ALGORITAM | 1 e aetany
PROPERTIES

SPECIFICATION
2 — FIG[U,DC)Q —ﬂ
A

-




Model-Based Systems Engineering (MBSE) workflow: realize and operate

OPERATE REALIZED SYSTEM SENSE

T e

;
MONITORING| ___ || [N~
ALGORITHM | | .,
PROPERTIES

SPECIFICATION
?:_ — FIG[U,OC](I —ﬂ
.-"'{
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Dynamic (i.e., evolving over time) Systems

We want to know if some property is violated (@run-time)

> /
(t y(t ; “offline” (testing) vs. “online” (monitoring)
u




Dynamic (i.e., evolving over time) Systems

Grip command Gripper
ition
Coordinate X posil
: i - -
velocity y position
—

Requirements of the crane:
* Hoist height never not be higher than 20 meters

* After an emergency stop button is pressed,
the power to the motors must be cut off in the next state,

and the brakes must be engaged.






Types of properties one might want to check

Safety

Something bad
should never
happen

E.g. Deadlock free, mutual
exclusion

Hoist height of the crane
must never exceed 20
meters.

liveness

Something good
will happen

E.g. Each process will
eventually enter its critical
section

By the end of each
operational cycle, the crane
must eventually come to a
complete stop.

Fairness

Guarantees that
there is progress

E.g. Starvation free

Each waiting container
shall eventually undergo
processing.




What is a monitor?

A monitor is a computational component that observes the behaviour trace of
a system (real or simulated) to determine Iif it satisfies a specified property.

t : <
System s« Sensor «  Monitor ®

: . t . <
Simulation s«  Sample «  Monitor ®

“‘offline” vs. “online” testing/monitoring




How can we monitor?

Some properties are just a check on every value that is
sensed/sampled, at each time.

 Example: The hoist height of the crane can never be higher than 20
meters

— Propositional Logic

Propositional variables: evaluate to either True or False
e P_hoist_height_acceptable: Hoist-height <= 20 [meter]
* monitor: check at every time that P_hoist_height_acceptable holds



What's in a name (in logic)?

A predicate is an expression or statement containing
variables that describe a property of an object or a
relationship between objects, becoming either true or false
when specific values are assigned.

A proposition is a declarative statement that is definitely
either true or false, but never both (the “excluded

middle/third” principle in classical logics such as propositional
and first-order logic).



Monitoring using Propositional Logic

at every time instant

y 'rth @
X

Monitor

Monitoring with Propositional Logic: Crane Safety
Property: hoist_height <= 20 (meters)

Property violation!
(22.5m > 20m)

N
a1
1

_ Safety Limit
(20m)

= [ N
o (&} o
1 1 1

1

Hoist Height (m)

(&)

o

T T T T T T T
0 1 2 _ 3 4 5 6
Time (seconds)

Property Evaluation at times O .. 6: true, true, true, true, false, true, true



“weak” notion of time, really only an ordered series of values

Monitoring with Propositional Logic: Crane Safety
Property: hoist_height <= 20 (meters)

Property violation!
(22.5m > 20m)

25 1

_ Safety Limit
(20m)

| N
a1 o
1 1

1

Hoist Height (m)
=)

0 1 2 _ 3 4 5 6
Time (seconds)

Property Evaluation at times O .. 6: true, true, true, true, false, true, true



Propositional Logic

Property: The hoist height of the crane can never be higher than 20 meters and

has an absolute horizontal velocity less or equal than 8 m/s

Propositional variables:

* P_hoist_height_acceptable: Hoist-height <= 20 [meter]
* P_horizontal_velocity_acceptable: |Horizontal_velocity| <=8 [m/s]

— create complex properties with logical operators:

Property:
P_hoist_height_acceptable /\
P_horizontal_velocity_acceptable

Note: p = g is equivalent to not p or g

Formal Name Nickname | Arity Symbol
Negation operator NOT Unary -
Conjunction operator | AND Binary A
Disjunction operator |OR Binary \Y
Exclusive-OR XOR Binary S
operator

Implication operator |IMPLIES |Binary —
Biconditional IFF Binary >

operator




How can | monitor?

* Some properties are just a check on every value that is sensed from
the real system

* Example: The hoist height of the crane can never be higher than 20 meters

* But what about temporal orderings of events?

* |[f the crane picks up a load, then, within 5 seconds, the crane must start
moving to the designated drop zone and reach it within 1 minute.

* After an emergency stop button is pressed, the power to the motors must be
cut off in the next state, and the brakes must be engaged.

* Much more difficult.
* Temporal logics are appropriate.



Decomposing a formula

If the emergency button Is pressed, then in the next state, motors
must be off and brakes engaged.

Propositions in this formula:

* An emergency stop button is pressed: P_emergency_stop
* The power to the motors Is cut off: P_power_off

* The brakes are engaged: P_brakes engaged



Time abstraction...

Look at time as an ordering
of shapshots of subsequent states a system is in

. - . .
> » > >

State 1 State 2 State 3 State 4 State 5

“weak” notion of time: next state



How could we program this?  zsampies are neece

— heed a sliding window
data stucture

[

, y‘ —»/—\
| Tl
System «  Sensor ¢ Monitor < ®

monitor (P_emergency_stop, P_power_off, P_brakes_engaged):
if (P_emergency_stop[0] == true):
if (P_power_off[l] == true and P_brakes_engaged[l] == true):
return true

else:
return false

oser HOW (to check)!

return true
endif



LTL (Linear Temporal Logic)

more appropriate (cognitive and performance): Temporal Logic
Linear Temporal Logic: along a single path of states (behaviour trace)
Each state Is defined by a unigue assignment of propositional variables

F

| O¢ | pmiUgp2

@ ;= true ‘ a | g1 A\p2

a = atomic proposition (e.g., P_emergency_stop, P_motor_off, etc.)
With temporal operators, it assumes a sequence of states

O = next (sometimes X ¢ ): property ¢ holds in the next state

U = Until (@1 U @2): property ¢1 holds until ¢2 becomes true



2 samples are needed

The prOpel‘ty in LTL /Slidingwindow

—_—

y y‘
t L., )
System > Sensor > Monitor < ®

Specification: P_emergency_stop -> X(P_power_off /\ P_brake_engaged)

More appropriate because:

* Declarative: Specifies what should happen, not how to check it

* Formal: Precise meaning

* Complex properties from simple ones WHAT!



meaning of a formula (summary)

1 arbitrary arbitrary arbitrary arbitrary
. il ™ N\ 3 .o
atomic prop.a () - ) () ) ~) -
arbitrary arbitrary arbitrary arbitrary

next step Oa C\—’kj—m—'@_*(\ o i85

a N\ —b a A —b a A\ —b b
until aU b (3 ) :D ‘D ()

arbitrary

]

o E ¢ (path “satisfies” specification)



Satisfaction of a formula

P_emergency_stop -> X(P_power_off /\ P_brake_engaged)
pl = P_emergency_stop

‘ A'. p2 = P_power_off

{p1,'p2,'p3} {'p1,p2,p3} p3 = P_brakes engaged

. pl = P_emergency_stop
‘ p2 = P_power_off
{'p1,'p2,'p3} {'p1, p2,p3} p3 = P_brakes engaged

pl = P_emergency_stop
‘ A" p2 = P_power _off
{p1,'p2,'p3} {'p1,'p2,p3} p3 = P_brakes engaged

@ :i= true ’ a 991!\992‘ P Q¢ | prUpo2



Satisfaction of a formula

P_emergency_stop -> X(P_power_off /\ P_brake_engaged)
pl = P_emergency_stop

‘ A" p2 = P_power_off

{p1,'p2,'p3} {'p1,p2,p3} p3 = P_brakes engaged

N pl = P_emergency_stop

‘ ‘ p2 = P_power_off
{'p1,'p2,'p3} {'p1, p2,p3} p3 = P_brakes engaged
pl = P_emergency_stop

‘ A" p2 = P_power_off

{p1,'p2,'p3} {'p1,'p2,p3} p3 = P_brakes engaged

(p ::= true ] a | zplﬁtpg‘ - | Oep I w1 U @2



Satisfaction of a formula

pl U p2

@ -@ @ @ @
{p1,!p2} {p1,!p2} {!p1,p2} {p1,p2} {p1,!p2}

@ -@ @ @ @
{p1,!p2} {p1,!p2} {p1,!p2} {!p1,'p2} {p1,p2}

(p ::= true ' a ‘ :plf\tpg‘ P | O o | w1 U 2



Satisfaction of a formula

pl U p2
{p1,!p2} {p1,!p2} {!p1,p2} {p1,p2} {p1,!p2}
{p1,!p2} {p1,!p2} {p1,!p2} {!p1,'p2} {p1,p2}

(p ::= true ] a l zplﬁtpg‘ - | Oep I w1 U @2



True U pl

Property: by the end of each operational cycle, the crane must eventually come to a complete stop

B; : g_cgrr;izc%ﬁ]tilan\?&\éili?;Ity Trace of the operational

cycle is needed
true U (pl1/\p2)
y y | °
& t

Sensor

- . a
> > »

{'p1,!p2} {'p1,'p2} {'p1,'p2} {!p1,!p2} {p1,p2}

This is often needed — (syntactic sugar) operator: F or <>

“in the Fullness of time”, “eFentually”



True U p1l

Property: by the end of each operational cycle, the crane must eventually come to a complete stop

1 =P horizontal no velocit |
EZ = P_Vertica| na VglOCity Y Trace of the operational
B o cycle is needed

true U (pl/\p2)

y& 1
t

Sensor

- . a
> > »

{'p1,!p2} {'p1,'p2} {'p1,'p2} {'p1,'p2}

This is often needed — (syntactic sugar) operator: F or <> “inthe Fullness of time”, “eFentually”



Extra operators (summary)

-1 -Q =d

eventually ¢a () ) ()
Fa

a a a

always Oa () O )

Ga




pWq

(syntactic sugar) operator: weak until W

Gp)[(PpUQ)
pU(q]|Gp)

pWq



Binding

* Operator precedence
* Unary binds stronger than binary
* Bind from right to left:
« Lop = (L(0p))
*pUqUr=pU(qUr)
* U takes precedence over A, V and =



Dwyer Patterns

https://matthewbdwyer.github.io/psp/patterns/Itl.html

- What is the meaning of “GF p” ?
{!p} {p} {!p} {!p} {p}
- What is the meaning of “FG p” ?

- . . »
Lt Lt Lt >

{!'p} {'p} {p} {p} {p}



https://matthewbdwyer.github.io/psp/patterns/ltl.html

Dwyer Patterns

https://matthewbdwyer.github.io/psp/patterns/Itl.html

- What is the meaning of “GF p” ?
{!p} {p} {!p} {!p} {p}
- What is the meaning of “FG p” ?

oo o o —©

{!'p} {'p} {p} {p} {p}

True



https://matthewbdwyer.github.io/psp/patterns/ltl.html

Examples

* When carrying loads heavier than 5000kg, the crane's velocity must always
be less than 2 m/s
* Propositions needed:
* P_load_weight: load_weight >5000
* P_velocity: velocity < 2

* G((P_load_weight) -> (P_velocity))

* After initiating a grab, movement must not begin until the load is secured.

* Propositions needed:
* P_grab_initiated: grab_command ==
* P_no_move: velocity < 0.001
* P_secured: load_sensor > 100 && gripper_pressure >50

e G(P_grab_1initiated -> (P_no_move U P_secured))



Monitoring Bounded Traces

* What we have shown up to now were properties over bounded traces

* Verification window corresponds to a natural operational cycle
* For example, one pick-up/move/drop-off of the crane system

* Binary verdict (True or False) as the trace is complete

y J—"
| L1 . C)
System > Sensor — Monitor < ®




Monitoring Unbounded Traces

* We give the monitor a sample each timestep
* Requires reasoning about potentially infinite future behaviours

Three possibilities:
* Property satisfied over the finite trace, independent of future

* Property falsified over the final trace, for every continuation
* Finite trace still allows for falsification or satisfaction of the property, but so far so good

Needs three-valued logic (True, False, Inconclusive)

Watch out: some properties are non-monitorable
e G(r->Fa): No continuation will ever lead to satisfaction or falsification.
* But, we can say something, up to now, it is good

Sensor




Monitoring Unbounded Traces

G p

O—0 O O
{p} {p} {!p} {p} {p}
G FDp

O—0 O O
{!p} {p} {!p} {!p} {p}

F GPp

‘ t’ :‘ :‘ :‘ N .>

{!'p} {'p} {p} {p} {p}




Monitoring Unbounded Traces

G p
{p} {p} {!p} {p} {p}

G FDp

‘ :‘ :‘ =‘ > Inconclusive
{!p} {p} {!p} {!p} {p}

F GPp

‘ A,’ :‘ :’ ’ e Inconclusive

{!'p} {'p} {p} {p} {p}




Towards STL (Signal Temporal Logic)

If the crane picks up a load, then within 5 seconds, the crane must start
moving to the designated drop zone

LTLG(P_pick_up -> F P_velocity)
Boolean predicates, weak notion of time: inadequate for our purpose

MTL (Metric (Interval) Temporal Logic) (metric = distance metric)
G(P_pick_up -> F, 5 P_velocity )
Boolean predicates, real-valued timebase

STL G((load_sensor > 100 && gripper_pressure >50) -> F,, 5, velocity >0)
Predicates over real values, real-valued time
++ robustness, how far am | off from violating the property?



The signal is never above 3.5

Examples ¢ =G (z[t] < 3.5)

p&m,_‘g \aclaciaclad ol

From: A. Donze, On Signal Temporal Logic, 2014




Examples Between 2s and 6s the signal is between -2 and 2
p:= Gpg (lz[t]] <2)

o

| . -

From: A. Donze, On Signal Temporal Logic, 2014




Always |x| >0.5 = after 1 s, |z| settles under 0.5 for 1.5 s
p:=G(z[t] >.5— F ( Gjo,1.5) z[t] <0.5))

T~

Examples
[0,1]

Tos ’\. 0.5 0.5
T ~e—— |

1558 <1s 1.5 s <1 s 15s

VAN
u

From: A. Donze, On Signal Temporal Logic, 2014



Examples

Descent Velocity (m/s)

1.2 7

1.0

0.8

0.6

0.4

0.2

0.0

After the crane starts lowering a load, it must maintain a slow descent speed (less than
0.4 m/s) continuously for at least 5 seconds before touching down.

start_lowering

Scenar

G(start_lowering - G[0,5](descent_velocity < 0.4))

STL Property with G[a,b] Operator
G(start_lowering — G[0,10](descent _velocity < 0.4))

After starting to lower a load, maintain slow descent (<0.4 m/s) for 5 seconds

GJ[0,5] interval

0 1: Property|

start_lowering

Satisfied Scena

New operational cycle

GJ[0,5] interval

rio 2: Property Violated

Violatio

n! (v=0.8)

B 0.4 m/s limit

5

10 . 15 20
Time (seconds)

25 30

G[a,b] Operator: Must hold continuously throughout ENTIRE interval [a,b]

Unlike F[a,b] (which requires the property to hold at least once in the interval)



What if we have nondeterminism?

compact representation

/ of all possible paths
(see Petri net lecture)

. B

System/ R Combine N
Simulator Traces

Not a single trace, but a set of possible traces

- can make statements about about behavioural properties
under all possible circumstances



What if we have nondeterminism?

Model Checking for Gantry Crane Path Verification

Verifying that no possible execution will enter the forbidden zone

Waypoint 2

o |5~

Unsafe Path I.

Safe Path

N

*

Waypoint 1 ~ . Waypoint 3

® Waypoints == Safe Path = * = Unsafe Path B Forbidden Zone

"The crane will never enter the forbidden zone on any possible behaviour path"



Petri net model of (discretized) Gantry Crane behaviour

command
y | interface
1
The controller -
—
e Generated by the
— optimal path
Crane to x_1_from 0 1 Crane_to x 2 from rgne_to x 3 from 2 qCrane_to x 4 frem 3 4 Crane_to x 5 from 1 finder and
discretised
This is the physical Crane atx 0 Crane at i Crane atx crane at’ Crane at Crane at x (can be done
crane, discretised. automatically)
-
X-direction
1 ’ 1 : 1 ) 1 1 1 3 start
.
1 1
Crame to x 0 from 1 Crane_to » 1 from 2 BT L 7] ! left
— go_down full cm:
| 1
crame_dowieleft
1 1 1 1 1 :
up
clas)
1 1 1 5 1
—— 4 crapd_down left container gipped
This is the physical 1 1 1
Crane oy 1 flo ¥ crane_to y 2 from L 1
crane, discretised. R sEal s’ e S— ey
Crane_aty 0 Crane™sly 1 Crang-at y 2 Crand-aty 3 ALY —
Y-direction = 1 i 1 anp 1
1 1 1 1 e —— 1 up_3_cm 1
11 3
i Crane_lef up conta
Crane_to y 0 from_1 Crane_to y 171 s oy 2] I Crane ¥ y-3- 1 4
5
dowl
1
1 3 maoire full right cmd 1
The pickup
mechanism of the open_picke 1 clasp crane_full_right oo
crang 1 ; 1 1
1
1 tlnsep_mp
released release e down_right cod 1
L. . close nc
’ crane_with iner_full down rght
Close picker 1 1
\ 1 fived 1
4 Ppicker_at i release container cmd :
1
ground-0-0 1
e contaifler releas!
0 _pickgr
Wait sequence_ done
the load positions L
with containers Container-pid 1 1 ground 5-0
I x
>

load truck



AII p055|ble paths:

& +) ‘ Zoom: 75% Y Rotate 0" v ‘ Ok)
_ Close_pichg
a5 s = sa
tlasp+cmd
s6
/p'cker_at_o-o
)
Crane_to_y_0_from_1
(s
.y 1_from_2
s

_to_y 2 from_3 L

\

/ T

rane_to_y_3_from_4 \

]

go_down_Full_crﬁd'\

&y

Crane_to 1'2"_510.L0
Mwﬁht_g_c_mVJV‘ S

All containers end at the correct location

B to_y 3_from_2

[ ]
/(\rh” Foly 2, From. Crane_to_x_1_from_0

519
_':i, 1oy 3 from_2

| e ]
- m_1
Crane_to_x_2_from_1

23
w_to_y 3 from_2

rare, to_y 2 Ffrom_1
Crane_to
Crane_t&_x

FSh“F-JEO—y 2_from_1

Crane_to

529
Crane_/mm. eeait@_y_1_from_0

| s2%

Unsafe
zone

(530
fome to_y_3_from_2

Crane_to_x_5_from_4

,QL&_dO\WF‘IFFIght

533

load_t _sequence_done

load truck‘r /Waut _sequence_done

SSB

|

{ '_53?' :

Open_ pucker

release_container_cmd

G

/Cra ne_to_y_0_from_1

{s350

/f'trane'_to_yj_from_z
k

e Y 534

some paths are not safe - refine the software controller
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tools

Exercise garden-chair-3095 - Classic Question 3 of 6

Which of the following traces satisfies the following LTL formula?

((F h) -> (G a))

ah -a h ah a h

O s h s n s h s N s N r N r ™
-a -h ——» a-h ——» -a -h —— -a -h ah ah a h

\ J . J . J . J . J . J -._ J

o . . o L .
-a h —» a-h ——» -a-h — ah —» -a-h —— -a -h
. - . - . - . - . L\/ -
Check Answer Next Question

https://ltl-tutor.xyz/


https://ltl-tutor.xyz/
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Cl AMT 0.3 [=I[=][=]
W EREE @
Progerty Edit Signal Lest
vprop programmingl { Hame 2
pgml assert: -
always [riselant=5) = 1] AL |_|
(labsla:id)=5a-6 and a:i=4.5) 2/ =
wntil (Fallia: id=5ea-8))1); .
1 3| o E
=) (=] (2] (%]
List of selected signals:
LY vl add|21])
[ vt addzan =
[ w0 add|12]] wi
. [ wiwidadd|2])
[ «ixib.add]La]) Y viaddiz1)) i TATEEmT e 5
B vixi.addra) LY viadd{zo]]
[y wladdjlz))
vixibadd (171} [} viaddiz)
B vixioadd (L&) I — : w—
i Z.000 3.000 4.000 R
wikiCLadd [15]} (vl = 5)
Y vixio.add[ran
vixibadd (131} I
F R e e ) T v |
2.000 2.000 4,000 5000
|| Gebect [!Inudﬂbn:l
S {{abs(id) » Se-06)) and ((vi > 45))
load || Cancel | | |
= and 2|
= Ll I:II l::tltl z I::I:II:I . I I I E_E:ﬂﬂ I I 4 I::I:II:I I I S_l;ﬂ
# [ = 5e-06 i . i
l oo fall (e » Se-06))
~Monitoring mads )
w0 Offline ) Iperemental o
[ = u u = T T : u . u T u u T v u 1
Evaluatian Status J Q 1,000 2.000 2000 4.000 5.0y
Property has bean evaluated
rze (vl > 5)) 2
- |
-_.._. E— aro — — u L
(5] (@] [Sd] B = L -

https://www-verimag.imag.fr/DIST-TOOLS/TEMPO/AMT/content .html



https://www-verimag.imag.fr/DIST-TOOLS/TEMPO/AMT/content.html
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I e International Conference on Computer Aided Verification
... CAV 2010: Computer Aided Verification pp 167-170 | Cite as

* Computer Aided
- Verification

Breach, A Toolbox for Verification and Parameter
Synthesis of Hybrid Systems

Authors Authors and affiliations

Alexandre Donzé

Conference paper
1872 2.3k

Citations Downloads

Part of the Lecture Notes in Computer Science book series (LNCS, volume 6174)

Abstract

We describe Breach, a Matlab/C++ toolbox providing a coherent set of simulation-based
techniques aimed at the analysis of deterministic models of hybrid dynamical systems. The
primary feature of Breach is to facilitate the computation and the property investigation of
large sets of trajectories. It relies on an efficient numerical solver of ordinary differential
equations that can also provide information about sensitivity with respect to parameters
variation. The latter is used to perform approximate reachability analysis and parameter
synthesis. A major novel feature is the robust monitoring of metric interval temporal logic

(MITL) formulas. The application domain of Breach ranges from embedded systems design to

https://github.com/decyphir/breach


https://github.com/decyphir/breach

H mvcisback [ py-metric-temporal-logic ' rublic 0\ Notifications % Fork

tools

<> Code () Issues 1 11 Pullrequests (5) Actions [ Projects (@ Security |~ Insights

¥ main ~ P 31Branches 1 Tag Q Goto file About

Python library for working with Metric

@ mvcisback chore: Bump dependencies. ceb2567 - last year L) 363 Commits Temporal Logic (MTL)
B assets added Node typevar 6 years ago [0 Readme
&5 BSD-3-Clause license
B mtl feat: allow hyphens in AP names. 2 years ago G4 Cite this repository
[ .droneymi chore: Bump dependencies. last year A Activity
iy 93 stars
D .gitignore yvapf + pylint + add style checks to tests 7 years ago ® 6 watching
(3 cITATION.cff Create CITATION.cff 3 years ago % 19 forks
Report repository
D LICENSE restructing to move repo 8 years ago
(9 README.md Small typo last year Releases
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A library for manipulating and evaluating metric temporal logic.

# Python 100.0%
build failure codecov | 98% || pypi package |0.4.1 DOI 10.5281/2enodo.2548862
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