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Workflow
9 Formalisms with (manual|automated) transformations between them:

Formalism Used for
Natural Language User requirements

Structured Language Use Cases containing Scenarios

Class Diagrams Concepts of the problem domain and their 
relationships

Sequence Diagrams The ways stakeholders interact with the 
system

Regular Expressions (with memory) Encoding the interaction 
patterns/sequences from the Sequence 
Diagrams

State Automata (with memory) Automata to recognize the patterns 
described in Regular Expressions

Code An encoding of the state automaton 
checking the regular expression

Behaviour Traces Obtained from the execution of an 
implementation of the requirements

Boolean (pass|fail) Test Result (comparing behaviour traces to 
a pattern encoding a requirement)



regexp
may not be the most 
appropriate formalism
from a
● cognitive
● performance
point of view



Model-Based Systems Engineering (MBSE) workflow: model and simulate



OPERATE REALIZED SYSTEM SENSE

Model-Based Systems Engineering (MBSE) workflow: realize and operate



Dynamic (i.e., evolving over time) Systems
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We want to know if some property is violated (@run-time)
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“offline” (testing) vs. “online” (monitoring)
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Requirements of the crane: 
• Hoist height never not be higher than 20 meters
• After an emergency stop button is pressed, 

the power to the motors must be cut off in the next state, 
and the brakes must be engaged.

• …

Dynamic (i.e., evolving over time) Systems





Types of properties one might want to check

Safety

Something bad 
should never 

happen 

E.g. Deadlock free, mutual 
exclusion

Hoist height of the crane 
must never exceed 20 
meters.

Fairness

Guarantees that 
there is progress

E.g. Starvation free 

Each waiting container 
shall eventually undergo 
processing.

Liveness

Something good 
will happen

E.g. Each process will 
eventually enter its critical 
section

By the end of each 
operational cycle, the crane 
must eventually come to a 
complete stop.



What is a monitor?
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A monitor is a computational component that observes the behaviour trace of 
a system (real or simulated) to determine if it satisfies a specified property.

“offline” vs. “online” testing/monitoring



How can we monitor?

Some properties are just a check on every value that is 
sensed/sampled, at each time.

• Example: The hoist height of the crane can never be higher than 20 
meters

→ Propositional Logic

Propositional variables: evaluate to either True or False
• P_hoist_height_acceptable: Hoist-height <= 20 [meter]
• monitor: check at every time that P_hoist_height_acceptable holds



What’s in a name (in logic)?

A predicate is an expression or statement containing 
variables that describe a property of an object or a 
relationship between objects, becoming either true or false 
when specific values are assigned.

A proposition is a declarative statement that is definitely 
either true or false, but never both (the “excluded 
middle/third” principle in classical logics such as propositional 
and first-order logic).



Monitoring using Propositional Logic

Monitoring with Propositional Logic: Crane Safety

Property: hoist_height <= 20 (meters)
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Property Evaluation at times 0 .. 6: true, true, true, true, false, true, true

Property violation!

(22.5m > 20m)
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at every time instant



“weak” notion of time, really only an ordered series of values

Monitoring with Propositional Logic: Crane Safety

Property: hoist_height <= 20 (meters)
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Propositional Logic

Propositional variables:
● P_hoist_height_acceptable: Hoist-height <= 20 [meter]
● P_horizontal_velocity_acceptable: |Horizontal_velocity|<= 8 [m/s]

→  create complex properties with logical operators:
Property: 

P_hoist_height_acceptable /\

P_horizontal_velocity_acceptable

Property: The hoist height of the crane can never be higher than 20 meters and 
has an absolute horizontal velocity less or equal than 8 m/s 

Note: p → q is equivalent to not  p or q



How can I monitor?

• Some properties are just a check on every value that is sensed from 
the real system

• Example: The hoist height of the crane can never be higher than 20 meters

• But what about temporal orderings of events?
• If the crane picks up a load, then, within 5 seconds, the crane must start 

moving to the designated drop zone and reach it within 1 minute.
• After an emergency stop button is pressed, the power to the motors must be 

cut off in the next state, and the brakes must be engaged.

• Much more difficult.
• Temporal logics are appropriate.



Decomposing a formula

If the emergency button is pressed, then in the next state, motors 
must be off and brakes engaged.

Propositions in this formula:

• An emergency stop button is pressed: P_emergency_stop

• The power to the motors is cut off: P_power_off

• The brakes are engaged: P_brakes_engaged



Time abstraction…

Look at time as an ordering 
of snapshots of subsequent states a system is in

State 1 State 2 State 3 State 4 State 5

“weak” notion of time: next state



How could we program this?

System Sensor Monitor
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2 samples are needed
→ need a sliding window
     data stucture

monitor (P_emergency_stop, P_power_off, P_brakes_engaged):
    if (P_emergency_stop[0] == true):

if (P_power_off[1] == true and P_brakes_engaged[1] == true):
return true

              else:
   return false

              endif
    else:
        return true
    endif

HOW (to check)!



LTL (Linear Temporal Logic)
more appropriate (cognitive and performance): Temporal Logic
Linear Temporal Logic: along a single path of states (behaviour trace)

Each state is defined by a unique assignment of propositional variables

a = atomic proposition (e.g., P_emergency_stop, P_motor_off, etc.)
With temporal operators, it assumes a sequence of states
O = next (sometimes X φ ): property φ holds in the next state
U = Until (φ1 U φ2): property φ1 holds until φ2 becomes true



The property in LTL:

System Sensor Monitor
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2 samples are needed
Sliding window

Specification: P_emergency_stop -> X(P_power_off /\ P_brake_engaged)

More appropriate because:
• Declarative: Specifies what should happen, not how to check it
• Formal: Precise meaning
• Complex properties from simple ones WHAT!



meaning of a formula (summary) 

σ  φ (path “satisfies” specification)⊨



Satisfaction of a formula

{p1,!p2,!p3} {!p1,p2,p3}

p1 = P_emergency_stop
p2 = P_power_off
p3 = P_brakes_engaged

P_emergency_stop -> X(P_power_off /\ P_brake_engaged)

{!p1,!p2,!p3} {!p1, p2,p3}

p1 = P_emergency_stop
p2 = P_power_off
p3 = P_brakes_engaged

{p1,!p2,!p3} {!p1,!p2,p3}

p1 = P_emergency_stop
p2 = P_power_off
p3 = P_brakes_engaged



Satisfaction of a formula

{p1,!p2,!p3} {!p1,p2,p3}

p1 = P_emergency_stop
p2 = P_power_off
p3 = P_brakes_engaged

P_emergency_stop -> X(P_power_off /\ P_brake_engaged)

True

{!p1,!p2,!p3} {!p1, p2,p3}

p1 = P_emergency_stop
p2 = P_power_off
p3 = P_brakes_engaged

True

{p1,!p2,!p3} {!p1,!p2,p3}

p1 = P_emergency_stop
p2 = P_power_off
p3 = P_brakes_engaged

False



{p1,!p2} {p1,!p2} {!p1,p2} {p1,p2} {p1,!p2}

p1 U p2

{p1,!p2} {p1,!p2} {p1,!p2} {!p1,!p2} {p1,p2}

Satisfaction of a formula



{p1,!p2} {p1,!p2} {!p1,p2} {p1,p2} {p1,!p2}

p1 U p2

True

{p1,!p2} {p1,!p2} {p1,!p2} {!p1,!p2} {p1,p2}
False

Satisfaction of a formula



True U p1

true U (p1/\p2)

This is often needed →  (syntactic sugar) operator: F or <>     “in the Fullness of time”, “eFentually”

Property: by the end of each operational cycle, the crane must eventually come to a complete stop

p1 = P_horizontal_no_velocity
p2 = P_vertical_no_velocity

System Sensor Monitor
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Trace of the operational 
cycle is needed

{!p1,!p2} {!p1,!p2} {!p1,!p2} {!p1,!p2} {p1,p2}



True U p1

true U (p1/\p2)

This is often needed →  (syntactic sugar) operator: F or <>     “in the Fullness of time”, “eFentually”

Property: by the end of each operational cycle, the crane must eventually come to a complete stop

p1 = P_horizontal_no_velocity
p2 = P_vertical_no_velocity

System Sensor Monitor
t t

y y

Trace of the operational 
cycle is needed

{!p1,!p2} {!p1,!p2} {!p1,!p2} {!p1,!p2} {p1,p2}
True



Extra operators (summary)

G a

F a



p W q

(syntactic sugar) operator: weak until W

p W q = (G p) | (p U q)
      = p U (q | Gp)



Binding

• Operator precedence 
• Unary binds stronger than binary 
• Bind from right to left: 
• ◊☐ p = ( (◊p))☐
• p U q U r = p U (q U r) 
• U takes precedence over ,  and → ∧ ∨



Dwyer Patterns

https://matthewbdwyer.github.io/psp/patterns/ltl.html

- What is the meaning of “G F p” ?

- What is the meaning of “F G p” ?

{!p} {p} {!p} {!p} {p}

{!p} {!p} {p} {p} {p}

https://matthewbdwyer.github.io/psp/patterns/ltl.html


Dwyer Patterns

https://matthewbdwyer.github.io/psp/patterns/ltl.html

- What is the meaning of “G F p” ?

- What is the meaning of “F G p” ?

{!p} {p} {!p} {!p} {p}

{!p} {!p} {p} {p} {p}

True

True

https://matthewbdwyer.github.io/psp/patterns/ltl.html


Examples

• When carrying loads heavier than 5000kg, the crane's velocity must always 
be less than 2 m/s

• Propositions needed:
• P_load_weight: load_weight >5000
• P_velocity: velocity < 2

• G((P_load_weight) -> (P_velocity))

• After initiating a grab, movement must not begin until the load is secured.
• Propositions needed:

• P_grab_initiated: grab_command == 1
• P_no_move: velocity < 0.001 
• P_secured: load_sensor > 100 && gripper_pressure >50

• G(P_grab_initiated -> (P_no_move U P_secured))



Monitoring Bounded Traces

• What we have shown up to now were properties over bounded traces
• Verification window corresponds to a natural operational cycle

• For example, one pick-up/move/drop-off of the crane system

• Binary verdict (True or False) as the trace is complete

System Sensor Monitor
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y y



Monitoring Unbounded Traces
• We give the monitor a sample each timestep
• Requires reasoning about potentially infinite future behaviours
• Three possibilities:

• Property satisfied over the finite trace, independent of future
• Property falsified over the final trace, for every continuation
• Finite trace still allows for falsification or satisfaction of the property, but so far so good

• Needs three-valued logic (True, False, Inconclusive)
• Watch out: some properties are non-monitorable

• G(r->Fa): No continuation will ever lead to satisfaction or falsification.
• But, we can say something, up to now, it is good

System Sensor Monitor
tt

y y



Monitoring Unbounded Traces
G p

G F p

F G p

{!p} {p} {!p} {!p} {p}

{!p} {!p} {p} {p} {p}

{p} {p} {!p} {p} {p}



Monitoring Unbounded Traces
G p

G F p

F G p

{!p} {p} {!p} {!p} {p}

{!p} {!p} {p} {p} {p}

Inconclusive

Inconclusive

{p} {p} {!p} {p} {p}
False



Towards STL (Signal Temporal Logic)
If the crane picks up a load, then within 5 seconds, the crane must start 

moving to the designated drop zone

LTL G(P_pick_up -> F P_velocity)
Boolean predicates, weak notion of time: inadequate for our purpose

MTL (Metric (Interval) Temporal Logic)   (metric = distance metric)

G(P_pick_up -> F[0,5]s P_velocity ) 

Boolean predicates, real-valued timebase 

STL G((load_sensor > 100 && gripper_pressure >50) -> F[0, 5]s velocity >0) 

Predicates over real values, real-valued time
++ robustness, how far am I off from violating the property?



Examples

From: A. Donze, On Signal Temporal Logic, 2014



From: A. Donze, On Signal Temporal Logic, 2014

Examples



F[0,1]

From: A. Donze, On Signal Temporal Logic, 2014

Examples



After the crane starts lowering a load, it must maintain a slow descent speed (less than 
0.4 m/s) continuously for at least 5 seconds before touching down.

G(start_lowering → G[0,5](descent_velocity < 0.4))

STL Property with G[a,b] Operator

G(start_lowering → G[0,10](descent_velocity < 0.4))

After starting to lower a load, maintain slow descent (<0.4 m/s) for 5 seconds
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Scenario 1: Property Satisfied

t=2.5

start_lowering

G[0,5] interval

Scenario 2: Property Violated

t=22.5

start_lowering

G[0,5] interval

Violation! (v=0.8)

G[a,b] Operator: Must hold continuously throughout ENTIRE interval [a,b]

Unlike F[a,b] (which requires the property to hold at least once in the interval)

New operational cycle

Examples



What if we have nondeterminism?

Not a single trace, but a set of possible traces

→ can make statements about about behavioural properties 
     under all possible circumstances

System/
Simulator

Combine 
Traces

Monitor
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t

x

t

x

compact representation
of all possible paths 
(see Petri net lecture)



What if we have nondeterminism?
Model Checking for Gantry Crane Path Verification

Verifying that no possible execution will enter the forbidden zone

FORBIDDEN ZONE

(Physical obstacles)

Waypoint 1

Start

Waypoint 2

Waypoint 3

Safe Path

Unsafe Path

Waypoints Safe Path Unsafe Path Forbidden Zone

"The crane will never enter the forbidden zone on any possible behaviour path"



Petri net model of (discretized) Gantry Crane behaviour



All possible paths:

Unsafe 
zone

some paths are not safe → refine the software controller

All containers end at the correct location



tools

https://ltl-tutor.xyz/ 

https://ltl-tutor.xyz/


https://www-verimag.imag.fr/DIST-TOOLS/TEMPO/AMT/content.html  

tools

https://www-verimag.imag.fr/DIST-TOOLS/TEMPO/AMT/content.html


tools

https://github.com/decyphir/breach 

https://github.com/decyphir/breach


tools

https://github.com/mvcisback/py-metric-temporal-logic 

https://github.com/mvcisback/py-metric-temporal-logic
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