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|I. POSITION STATEMENT
A. Background

After the tremendous proliferation of embedded computioggr, as withessed over the last
several decades, a new wave of technological achievemeheiform of ubiquitous communi-
cation can now be observed. Where initially wired networlgesthe main driver, more recently
communication modalities such as software defined radiovarneless networks have added to
the impetus of the field.

For example, in the automotive field, the use of a controlieaaetwork (CAN) has become
essential to support the variety of electronics systems rii@dern-day vehicles are equipped
with. Figure 1 illustrates the use of networked commundarafior a power window controller.
The embedded controller to command the window up and dowrement is located close to
the lift mechanism and the dc motor that actuates the liftiwae as the current sensor that

measures the current drawn by the dc motor and that is usdeddback control purposes.
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Fig. 1. A model of a power window control system.

The supervisory commands to initiate window movement asaed by the driver and pas-
senger by pressing buttons located elsewhere in the veRibkese buttons are connected to a

microprocessor that translates the voltages correspgrtdirbutton up and down actions into
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messages to be sent to the power window controller over theone In the meantime, the
network is shared by other systems such as a lane departuning/gystem and a head light
position control system.

The architecture in Fig. 1 contains the basic elements at&/gmbedded systems, a physical
plant, a sensor, an actuator, and a controller. Differecttitectures can be de developed around
these, for example the controller may be connected to theosemand actuators by means of a

network or only a physical system and sensors may be present.

B. Problem Satement

The design of such networked embedded systems has presériézhges that are not inher-
ently addressed by the design methods for embedded cogstanss. In particular, networked
communication engenders idiosnycratic behavior that isanoenable to synthesis methods.

An important aspect of communication is uncertainty at miewels:

« Uncertainty in temporal behavior, for example in terms @kjiin latency.
« Uncertainty in message ordering, for example because dardimrouting of data.
« Uncertainty in arrived data, for example because of intdemi failures leading to error

rates.

In addition, networks consist of a huge discrete state spadaliscrete event space, which leads
to complications, for example because of rare events. Meredhe dynamic nature prohibits
the use of proven methods such as static rate-monotoniadsiihg and the time-triggered
architecture in many applications.

Computational simulation is often the only technology thws analysis and insight into
a networked embedded system design, especially sincedelosa solutions for anything but
trivial network configurations and protocols do not existn@utational simulation of network
communication can be of high computational complexityutjfio and dedicated solvers for the
different parts and problems to be addressed are requitedeXample, discrete event solvers
can be used to simulate the behavior of a network topologyranting algorithm, with respect
to the source to destination specifics of a packet. The arnbiemvork traffic, however, may
be better represented as a differential equation modelri@ ses an abstraction of the discrete
events, and to manage the volume of these events. This fses@eed to integrate the different

computational solutions to handling time-driven and exdimten execution.



The behavior of a complete network at various levels of detgjuires models of a size that
can only be obtained by the use of domain specific languagésaatomation of the model
design.

Furthermore, the design for safety requires considerdigyond the traditional approaches
such as, for example, a DO-178B certification, and novel rilygns and methodologies are
needed. In particular, the design complexity of networkgstesns makes the correct design even
in adverse conditions difficult to achieve. The dynamic aebtar of networked systems renders
coverage methods such as the Modified Condition/Decisiovefage (MC/DC) of DO-178B
not applicable. Furthermore, the wireless receptivenessntdentified signals makes wireless
networked systems susceptible to unauthorized use.

To succesfully tackle the design complexity, network d@gjitc approaches are required and
need to be integrated with the design of a networked embedgs®@m. Here, it is important
to characterize the particularities of the networked erdbddsystem, as different requirements

may hold for each individual system.

I[I. A ROADMAP

To handle the rapidly emerging complexity of networked edussl systems, novel algorithms,

methodologies, and technologies need to be developed.

A. Algorithms

A number of algorithms need to be developed, in particutatatkle the size of the problems
posed by networked embedded systems:

« FDI algorithms, in particular concentrating on procesdiuge amounts of data.

« Nondeterministic simulation algorithms.

« Model checking algorithms that are effective for a huge dedtates and decision points.

B. Methodologies

The domain of networked embedded systems presents a settlwbdogical challenges to
address its extensive and uncertain nature:
« Domain specific languages need to be designed to allow effimiedeling of systems at the
scale presented. This requires furthering developmerieiguage design such as semantic

anchoring.



« Because of the highly dynamic and extensive nature, autahmabdeling such as generative
approaches are essential to effectively design models.
« The inherent uncertainties call for model-based diagnosthodologies that can handle

the intricacies of networked embedded systems, such astidmnittent character of errors.

C. Technologies

Technologies necessary to negotiate the complexity of oryd embedded systems are to a
large extent in the field of computational simulation. Theglide:

« Efficient integration of event-driven and time-driven exegon engines.

« Facilitating accelerated simulation, for example by hadevemulation.

« Support for integration of C code to simulate network protedmplemented as such.
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