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Motivation
IN(SEMI)FORMAL MODELS

 Easytolearnandto
create models

« Facilitates
communication

* Property verification is
limited and (usually)
human-dependant
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e Difficult to learn and
manipulate

» Properties can be
soundly verified

e Usually, supported by
tools
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Formal Methods

Isabelle Mona SMv

Mathematical
approaches to
software and system
development which
45 i - P A support the rigorous
Alloy SAT-Solver SMT-Solver FORMULA Speciﬁcation, desiqn
http://www.formal-methods.net/intro/ and verification of
computer systems.
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http://www.formal-methods.net/intro/

Model checking !!!

Program model

\

-

Property to be verified!

Sorry, here is a
counter-example that
shows your property
is not true!




Proposal

UML/SysML

Formal
Reasoning
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« CSP - Communicating Sequential Process

— Initially proposed by Tony Hoare in
1978

— It has been applied in industry as a tool
for specifying and verifying the

Formal concurrent aspects of systems
i — Influenced the design several

Semantlc languages, like occam, Limbo,

Domain RaftLib, Erlang, Go, Crystal,

and Clojure's core.async

— (CSP,, is its machine-readable dialect

— The Failures/Divergence Refinement (FDR)
checker is the most well-known CSP tool

MSDL


https://en.wikipedia.org/wiki/Formal_specification

Why CSP?

Expressiveness
of the language

J

Compositional
Operators

Mature model
checker (FDR)

J

Established
refinement
theory

MSDL



CSP at a glance

VMO ONMOOX T

EZ;T{ - 5{-,0' MR } Types and Values

channel put, get: NAT } Channel declaration

Buffer(b) = ( length(b) < 5 & put?x -> Buffer (b"<x>) )

[] External
( length(b) > 0 & get! (head(b)) -> Buffer(tail(b)))

Choice
Producer = put!l -> Producer Interl?aving
Consumer = get?x -> Consumer [ i
System = (Buffer(<>) [|{|put,get|}|] (Producer ||| Consumer))
\ J

Synchronizéd Parallelism

MSDL



Verification - FDR

* FDR - Failures-Divergence Refinement

®* User interface
— animation
— type checking

— verification of properties like
deadlock, divergence,
determinism and refinement

* API
— Java, Python and C++

— Only works if executed from the
FDR installation folder

[ JON ) I tins/Desk csp.

‘Welcome to FDR 4.2.4 (4388126e811531fd2eb760f4e17aa702f31b3dde)

| FOR Version 4.2.4 copyright 2016 Oxford University Innovation Ltd. ALl Rights F d.

License: Academic license for non-commercial use only

Type :help for help

Option cspm.evaluator.record_stack_traces is set to a non-default value on (default is
of f)

problema. csp>

Assertions Run All
@ MAIN [deadlock free] ?
Finished: Failed
Debug
@ MAIN :{divergence free] 9

Finished: Passed

@ MAIN deterministic] 2
Finished: Passed

Tasks (]
" Finished: Visited 0 processes a
» Children (1/1 finished)

@ Graphing deter(MAIN)
Finished: Visited 1 processes &
» Children (1/1 finished)
@ Constructing machines
Finished: Constructed 3 of 3 m:
» Children (2/2 finished)
@ Generating machine constructc
Finished: Visited 0 processes g
(@ Generating machine constructo
Finished: Visited 1 processes ¢
@ Checking refinement
Finished: Reconstructing coun!

No tasks running

MSDL



Verification - FDR

LTS

CSPm

. - : \ Checks
v

“ lJ » <e1,e2,....en>

Not valid
(counterexample)

MSDL



Verification - FDR

- Properties are checked using assertions
« Given that MODEL is the CSP process translated from an Activity

« Deadlock
— assert MODEL :[deadlock free]

« Determinism
— assert MODEL :[deterministic]

« In case a deadlock or nondeterminism is found, FDR returns a
trace of events that leads to the issue

MSDL



Application 1

Checking Sequence Diagram
Refinement

https://link.springer.com/chapter/10.1007/978-3-319-49815-7_14 M SDL
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Stepwise design
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Refinement Notions

Strict Increment Refinement - Example
Abstract Model

sd sndMsgHigh J

: Ulser
|
|
|
|
|
l
|
|
|
|

|

userPhone

MsgServer

contactPhone

1 submitText()E |

2

5

)

. . sendStatus(

: 6: showStatus()

: sendText() s

3: sendText()

4: ack()

I

1
1
1
1
1
l

1
1
1
1
1

Refined Model

sd sndMsgLow J

| userPhone | | MsgServer |

| contactPhone |

: User

[
I 1 subrmitText(
2: sendText()

[

I
|
|
|
2 3: sendMsgld() 7

A——— O

u

7: sendStatus()

8: showStatus() D DI
D D |

j

4: sendText()

:

I

5: ack()

6: requireStatus() 5
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Refinement Notions

«  Weak Increment Refinement - Example
Abstract Model

Refined Model

sd sndMsgLow J
| userPhone | | MsgServer |

| contactPhone |

: User T T

| 1 submitText() |
|
2:sendText() |

3: sendMsgld()

i

1

|
|
|
[
[
[
[
|
|
[
| 7: sendStatus()
|

]

2 8: showStatus() |

[
| I

4: sendText()

l
I| D 5: ack()
| 6: requireStatus() D

sd sndVisgLow?2 J

% | userPhone

| | MsgServer |

| contactPhone

: User T

1: submitText() S

2: sendText()

. sendMisgld(

I—

4: sendText() >

|
|
|
: |
| |
I par I
| |
| |
| |
|
|
|
|

5: ack()

2 7. sendStatus()

6: requireStatus()

| : 8: showStatus() !

)

MSDL



Overview on the CSP sequence diagram semantics

I '|| '|| '|| 7]

B z:B w:C

I
: |
: |
- |
|
2. m4f) ref J
| ‘ ofl erEx1ane

i
|
| T i
g L |
I ____________ o -l --------- I z2b>0 I
[else 4 m3()
|
|

L—T—— C—— —L —— & L — L
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Overview on the CSP sequence diagram semantics
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Tool Support

MSDL



20

Tool Support

(RN [ sndMsgLow

| _ _ Plug-in of the Astah
X Tve afmtix MY EOO D~ TvOvN Lv@ T MOdellng TOOI

sd sndMsgHigh J )
[ ] Lo ] [ It requires the FDR3 tool

: User T

T T
|
1: submitText( | | |
> | |
| |
| 2: sendText() |
|
|
| | 3: sendText()
| >
| |

av

[ I Refinement View

Refinement Type: @ strict

Weak

Seq. Diagram: <Select a SD> H
is refined by

Seq. Diagram: <SelectasD> [

Rename messages

Check

MSDL



Example

« Strict Increment Refinement

Abstract Model Refined Model
sd sndMsgLowJ sd sendMsgLowError J

| userPhone | | MsgServer | |contactPhone | % | userPhone | | MsgServer | | contactPhone |
: User : User T

| | I |
| 1: submitText() ‘ | ' 1: submitText() |
\ | |
2: sendText() | | 2: sendMsgld() |
|
|
|
|

[

|

|

|

I

3: sendMsgld() |
|

I

3: sendText() |

4: sendText() 4: sendText()

5: ack() /u
|
|
|
[
|
|
|

]

6: requireStatus() |:|\
7: sendStatus()
8: showStatus() D D

T

6: sendStatus()
7: showStatus() r—-l D
< \
|
| |

|
|
|
|
. |
|
5: ack() | |
. |
|
|
|
|
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Example

Strict Incremeant Rafinamant

sd sndMsgHigh
%
Use

A

L

sd CEsnd MsgLow)

% userPhone

MsgServer

- User
' 1: submitText()

1

T

2: sendMsgld()

:

del
contactPhone

MSDL



Example

« Weak Increment Refinement

Abstract Model Refined Model
sd sndMsgLowJ sd sndMsglLow3 J

| userPhone | | MsgServer | |contactPhone | RerPRoRe | | MsgServer | | CortaCtPRone
: User T T : User T

| ) ! [ T
|1 submitText() | | 1: submitText() | I
‘ 2: sendText() | :
2:sendText() | >
3: sendMsgld() :
|

I

i 4: sendText()

|
|
|
|
3: sendMsgld() |
< |
|
0 <l | ] 1
par J : I 5: ack() [
| J
' b

4: sendTextl

]

\
6: sendStatus() |

7: showStatus() r—-l D
< \
|

|

|

|

|

I

7: showsStatus() |

|

. I

|
|
|
|
|
|
|
5: ack() |
|
|
|
|
|
|
|

MSDL



Example

« Weak Increment Refinement
Abstract Model

sd snd M\(:\LO\"./J

% | userPhone

User

1: submitText()\ |

Refined Model

sd CEsndMsglLow2 ]

% | userPhone |

| MsgServer |

| contactPhone |

: User T

1: submitText()._|

2: sendText()

5: sendStatus()

3: sendText()

|
)
i

4: ack()

:

Q
:
!
v

,
:

!
@

Server |

| contactPhone

MSDL



Application 2

Verifying Deadlock and
Nondeterminism in Activity Diagrams

https://ieeexplore.ieee.org/document/8904590

https://www.sciencedirect.com/science/article/abs/pii/S0
167642320301064 MSDL



Current concerns

Deadlock

=

@dDa dD

2
i
&
g

@ DIDAD

the system can’t make any
progress, because each
process is waiting for
communication with others.

It can happen for instance due
to competition for resources

remains one of the most
common and feared issues in
concurrent systems.

MSDL



Current concerns

even for the same input, the
system can exhibit different
behaviors on different runs

Unpredictability

Cannot be tackled with standard
verification approaches like testing

Nondeterminism

()
(=)
()

MSDL



Overview on the CSP activity diagram semantics

MSDL



Overview on the CSP activity diagram semantics

Internal Process l (

CSP process that fires the execution of

. the activity. It may receive input
| I parameters.

termination of the activity. It may
provide output parameters.

MSDL



Traceability

« Mechanism to show the results in terms of UML/SysML
« Avoid any contact with formalism (CSP)
« Events need to allow traceability
— Unique Identifiers
— Table describing mappings
« When a counterexample is returned be FDR:
— Create a copy of the activity

— Highlight the path to the problem traversing the trace given by
the counterexample

MSDL



Traceability

actad J
< i
‘ — flowFinal1

actad#07/04/2019-20:03:29 )

MSDL



Activity Property Verifier (APV) Architecture

MSDL



APV
Architecture

- Adapters to support
different
environments/tools

- Common Activity
Interface isolate the formal
semantics (CSP Parser)

- Traceability module
maps counterexample
trace to activity identifiers

- FDR Bridge manages
communication with FDR

FDR Bridge

APV

u D -

Activity Interface

Traceability

CSP Parser

ImMmrrO0Ox 4200

MSDL



[} Astah - [0 loud.astal (*)
MRS QAvev v [ vy vy sy A vy
[ strucre SIS RRE = e
. deadlockCloud#13/09/2019-16:52:0.
3 s
a LINICN NeN-NOX-IEgE o A |
v 1 deadlockCloud
¥ [ DeadlockCounterExample act deadlockCloud#13/09/2019-16:52:01
jeadlockCloudi#13/09/2019-
deadlockCloud
S Activity  Hyperlink
Namespace DeadlockCounterExample
'
{ 100% Close
Translating diagram to CSP.
Checking for deadlock.
| ] Creating counterexamples.
Finished!
e m O n s r a I o n Deadlock detected i deadlockCloud
2 av

MSDL



OpenMBEE Module Overview

Activity identifier +
MMS API URL +
Credentia!g;

v
N

== APV

1. Generate
authenticatio

n toke@

2. Recover AD
elements (several
API calls)

3. 4. Translate
Assemble AD to CSP
AL,

5. Check
Property in
FDR

6. Trace the results back

A
: iE; '

«~——FDR4

MSDL



Application 3

Verifying Deadlock and
Nondeterminism in State Machines

MSDL



Overview on the CSP state machine diagram semantics

/ MAIN

v

StartSync

I I
{enter, exit

exited, gatilho
end, final}

I I Variables
gets, sets

gatilhos, end}

N

~

LOOP

MSDL



Overview on the CSP state machine diagram semantics

/ MAIN {
/ States \
-
{end} {end} {end}

MSDL



Overview on the CSP state machine diagram semantics

4 ' I
1/
= D
S e
.
N y
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Example

[bateria < 95)
Recharge

TurnOn patera > 0] / bataria = max(0 bateria-1) entry / bateria = min{100, bateria+5)
do/bateria = min(100, bateria+s

tumnRacharge batera<=20)

TumOn [bateria > 0

UmOon bateria > 0

On

enry / bateria= max(0.bateia-10)
do/batera = max (0 batera10)

T TurnS0S
batera>=2

fbatera > 10] ! 1 S0S

entry / batéria = max(0, batéria-25)

BatteryDepleted [bateria == (]

TurmnRecharge




When a counterexample is detected

Inheritance Diaaram Search

Structure

Y

5
-

=

deadlock_st6
=1 DeadlockCounterExample

- [22) deadlock _light_bt#09/09
- [2S] deadlock_light_bt

4
)

Use the buttons to navigate the counterexample trace
€<<<< 233>>

Patesa <95)

Rechage

TumOn patena >0] / batera = max()batena-1)

wntry /Dateria = min(100, batera+5)
@0 / batera » min{ 100, baterasS)

$OS

antry | batera = max(0, batera-25)

TumRecharge

MSDL



When a counterexample is detected

Inheritance Diaaram Search :

Structure
batess <95
Y S g —
Recnarge
-~ TunOn patera > 0]/ batera = max(0bateca-1) entry /baters » mn{100, batera+s)
- o @ / batena » mn{100, tatenar5)
= deadlock_st6

(- DeadlockCounterExample

- [R5 deadlock _light_bt#09/09 /

- [25) deadlock_light_bt

On
._9 ety /Damna = Max(0.5amne-10)

o/ bateria »+ max(0 bawra-10)

LA
:ub?-«w

ety £ bakecia = max(D, tateca-25

TumRec harge

Use the buttons to navigate the counterexample trace
<<<<< >>>>>

MSDL




When a counterexample is detected

Inheritance Diaaram Search :

Structure

Y 5
a

-1 deadiock_st6
&1 DeadlockCounterExample
- [23) deadlock _light_bt#09/09
- [2S] deadlock_light_bt

TumRechane

<<<<<<<<<<

MSDL




Application 4

Visual Specification of Properties
for Robotic Designs

https://link.springer.com/chapter/10.1007/978-3-030-92137-8 3

MSDL



RoboStar Project

) N

‘ v =23 B-sof'b 0 cm«-;‘#‘&wﬂ#dmwo“*csvﬂtﬁo'ov O+%-QU-wo~ PiBsRveoaso (M
+ [BAD AnaComsol x

1) ADUS jarvs 4 AcwatyComolier java L ActivityControlber prve ] G Jo L ADDx = SimFW_rotimed A SmPWra
2 AviivielDvyvipdavBr RaN «|m
= mports Obstacel [ Movement! | O move(lv: real, av. real) [terminates)
, K [Qrovelv: real_av rea) |
e e el
* £3 SMovement ] - o Movement
'@ Movernent| Movementi
RoboStar i - e
T av: real
a o
@ Obstaclel L!
rof stm_ref0 =
Shovement

'

UNIVERSITY Maveg cheiace Tumng

RoboTool

d




Verifying properties using RoboChart

ROBOCHART

A

Robotool

\ 4

( SYSTEM SEMANTICS(CSP)

I [ PROPERTY SEMANTICS(CSP)

/

Counter

Example
A

False

——- </ /;
N/
True

v

v




Our approach

ROBOCHART

Robotool 7
Counter

Example

Y
‘ SYSTEM SEMANTICS(CSP) ’

False

l True
v

MSDL

——-
‘ PROPERTY SEMANTICS(CSP) ’




DSL to specify properties based on UML activity diagrams

Events and operations

Activity Nodes

v:S
CName 7]

1
- . Activity Flow ; 1
§ Initial Final Final Merge Decision Fork Join : > i
z
8
=]
s @ @

v:S
V]

£
o
i Action Send Signal > > Accept Event CallBehavior I'h 0p(p1 p2 H0ay) pn) o
3
<

____________________________________________________
g Object :
z ActionWithP E Activity with |
é ctioniitn=ins Parameter : <<ANY>>
S ! <<UNTIL>> Barilcare

rh

Abstraction patterns

MSD

...with a formal semantics defined in CSP



Solar Panel Vacuum Cleaner

Groups of Solar Groups of Solar
Panels Panels
act P_ReturnToCharge_no_conv )
- =5 = = - = = =D _
A~ s s s » s S s M PathPlanningSM
=
<<UNTIL>> turn(Direction_leﬂ)/ >|| turn(Direction_Ieft)>
[ - -
l‘ | -
Usual Pattern Connecting Rails
Modified Pattern Docking Station
Path to Docking Station Solar Panels




Counterexample as Sequence Diagram

sd counterExample_SMovement_08-03-2022_11:06:51 )

FDR is called in the background 2

: Environment

SMovement

Property [T= RoboChart

|
|
2: obstacle() U

1: move(1,0)
The counterexample is presented as a i
i : I

sequence diagram 3: move(0.0)

H

B S E N

MSDH.



Application 5

Safe and constructive design with
UML components

https://link.springer.com/chapter/10.1007/978-3-030-03044-5_15

MSDL



Motivation

» Component Based Software Development (CBSD):
= a widely disseminated paradigm
= focus on component design and integration
®"  modelling and design in UML or other graphical notations

= Existing approaches to verification:
= typically uses formal notation
" no traceability to the modelling notation
= perform a posteriori verification: often costly and infeasible

MSDL



BRI

(@]

in a nutshell

Ctr = <B,R,l,C>

B : Behaviour (CSP Process)
R: Channel <-> Interface (relationship)
I: Set of interfaces (datatype)
C: Communication channels (channels)

{ picksup_1,picksup_O,
putsdown_I,putsdown_O }

Comunication

{ @

————————

https://repositorio.ufpe.br/bitstream/123456789/2073/1/

arquivo6881_1.pdf

fork_IeﬂHIJ : FORK Hljfork_right

{ picksup_1,picksup_0O,
putsdown_I,putsdown_0O }

MSDL




1 stm STM_Fork J

<<System>>
Dining Philosophers

<<HierarchicalComponentClass>>
DiningPhilosophers

f 2 fork_right putsdown available fork_left putsdown

<<BasicComponentClass>> <<BasicComponentClass>>
Phil Fork

fork_right picksup fork_left.picksup

<<interface>>
interface_phil_fork

Busy1

+picksup() : void
+ putsdown() : void —

<<HierarchicalComponentClass>> sd CounterExample J
DiningPhilosophers
<<BasicComponentClass>> <<BasicComponentClass>> <<BasicComponentClass>> <<Basic ponentClass>>
phil2: Phil phil1 : Phil fork2: Fork fork1 : Fork
I T I I
. " phil_right ’ | | | |
interface_phil_fork interface_phil_fork | | | |
| 1: picksup() | ol |
phil1 : Phil
ack | jT' |
____________ L |
| | |
interface_phil_fork | | 2: picksup() | ol
interface_phil_fork | T tu
ack

| U(* *********** A==
| | |
| | | |
interface_phil_fork M fork_Tigh erface_phil_fork } l 3: picksup() ! }
e | |
] | I |
fork_left ‘ ‘ ‘
| 4 picksup() | | |
) ' interface_phil_fork ' i ' >
interface_phil_fork | | 'U
| | |
| | | |
| | | |
I 1 I I




«Metaclass» <<OCL>>{NameStateMachine} ‘ﬁ
StateMachine N

E ComponentStateMachine

+ componentstatemachine

«Metaclass»

«Metaclass»
Package

<<OCL>>{STRBasicComponent} lﬁ

E Subsystem /

/ <<OCL>>{STRHierarchicalComponent} Iﬁ

/ <<OCL>>{STMBasicComponent} [j
/

EncapsulatedClassifier

/
y /
/

E system
E AbstractComponent |

+ abstractcomponent

+ abstractcomponer

<<OCL>>{UniqueSystem} ﬁ

1

E ComponentClass

+ hasiccomponent

0.1

composite

+ hierarchjcalcompopént

componentclass

E BasicComponent

E HierarchicalComponent

<<OCL>>{MultiHiearchical} ‘j

' T
<<OCL>>{NamePort} Br + basiccomponerit
\
\

1
+ hierarchicalcomponent

1

<<OCL>>{NameBasicComponent} ‘ﬁ

basiccomponentclas
E BasicComponentClass
\|

== T

AY
\
\
A\

<<OCL>>{NameHierarchicalComponent} Ij

+ hierarchicalcomponentclass

E HierarchicalComponentClass

MSDL
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UML component Model

Well-formedness conditions

-

A

N
context BasicComponentClass
inv gtPortBC :
self. ownedPort->size ( )>=1
J

Formal Semantics

Rule 14. Function Main Process
mainProcess(c : Component) : CSPProcess =

Deadlock Analysis

c.name(id  Rule 2. Function bricContract
(sTM_c.n bricContract(c : AbstractComponent) : BricSignature =

O
Interface_philfork Interface_philfork

{[setSync(c
memory— c.name(id),
relation(c),
interface(c),
communicationChannel(c)
)
[
Verifications

Tasks.

Traceability

MSDL



Conclusions

@0 ®  Astah-[L loud.astal (*)
R QADrevr v [ vy Fviy Sy Av g Sv Ty

whertance > || | < IED

[Micec@@®~pivxya
v | deadlockCloud

v I DeadlockCounterExample act deadlockCloud#13/09/2019-16:52:01
|deadlockCloud#13/09/2019-
deadlockCloud

Map

Activity  Hyperlink
Namespace DeadlockCounterExample
' 5

c100%—==  Close

Translating diagram to CSP...

Deadlock detected in deadlockCloud

P ® © ® [3 deadlockCloud#13/09/2019-16:52:0...
s

ece

Welcome o FOR 4.2.4 (4388126eB11531f2eb760f4e170a70231b3dde)
| FOR Version 4.2.4 copyright 2016 Oxford University Innovation Ltd. ALL Rights Reserved.
License: Academic license for non-comercial use only

Type :help for help

Option cspm. evaluator. record_stack_traces is set to a non-default value on (default is

off)
problena. csp>

Activity Interface

FDR Bridge Traceabil

CSP Parser

actad J

flowFinal1

Assertions Run Al

@ VAN {deadiock ree] 2
Finshec Faied

@ VAN fdvergoncotroe] [ 7

Finshag Passod

@ VAN {dotorministe] ?
Finshad:Passod

Tasks .

od: Vi 0 processes
> Chidren (11 ished)

C
o
N
T
R
o
L
L
E
R

sd counterExample_SMovement_08-03-2022_11:06:51 )

: Environment

1: move(1,0)

!

| 2: obstacle()

3: move(0,0)

Y

U
T

smion

TumOn Ratera > 0/ baaria« @ btars )

TanRachage pateia<s2

on
[oaena= maxObaera10)
@ beria10)

Tumon

Tunsos
water

i et
o batera= ma(10, bateraes)

Ratera < 56)
-

100 bawat)

TumRvhage

MSDL
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