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Belgian National electronic ID cards

 Functionalities of e-ID:
— Visual and electronic identification of the cardholder:

— Stores a single public key certificate linked to a
citizen’s national number - electronic authentication of
the cardholder:;

— Generates a digital signature.

e Used in all transactions with government services.

* RISK: breaching privacy of citizen.



adaplD Project (Flanders, Belgium)
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ADvanced APplications for electronic IDentity Cards.

*Aim of project:
— Design secure e-ID applications which protect the privacy of
citizens;

— Designs will either function on top of current e-ID technology, or
require design improvements in the e-ID architecture itself.



E-Health Applications

 Motivation:
— Improve the quality and efficiency of healthcare;
— Reduce related costs;

— Rely on the innovation of information and
communication technology.

« Technology:

— Associated with each patient is his/her Electronic
Health Record (EHR) (patient-related information);

— Electronic data warehouses: central information
systems where EHRs are stored.

e Concerns:
— Management of electronic health records;
— Mining of electronic health data.



EXisting Infrastructure for Mining of
Electronic Health Data
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- Systemn allows crossing
of inforrmation: I A web-based research infrastructure

-1Q coordinates the activities to facilitate clinical and population studies,
between the access points.

* Inspired by the IRIS-Quebec implementation.

(“Infrastructure de Recherche Intégrée en Santee du
Quebec”)



Use Case: Mining Electronic
Health Data

—p 15 [Finished] : retrieveRasults()
4 14 : showProgress()
—¥ 7 1 submitQuery()

Researcher

— 5 : requestCredential()
—p 1: authenticate()

4 6 acknowledgeAuthenticateAndAuthorize()

—p 1: authenticateAndAuthorize()

Researcher's Computer

4 4 : acknowledge()

4 8:returnCredential{)
Researcher

$ 2 doAuthenticate()
-TA 3 : acknowledge()

| 6 : doRequestCredential(}

T 7 : issueCredential()

Researcher's Computer

4— 12 : progress := reportQueryProgress()

¥ B : doSubmitQuery()
4 5 : acknowledgeAuthorize()
—» 4 : deAuthorize()
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.L 16 [progress == 100%] : rétrieveResults(AHC_final)

T 17 : retdrnResults()

4— 3 : acknowledgeAuthenticate(}
—» 2 : doAuthenticate()

&~ 9 i sendQuery()

~y4 13a : doForwardQuery

e

A 10 : ackQuery()

v 11b [Finished] : storeResults()

&~ 11a [not Finished] : forwardQueryToNext(AHC_next)

13b : doStoreResults()

CONCERN: Communication channels between the
AHCs, the CDSS, and the researcher must guarantee
Integrity and privacy of data.



Recap: Modelling and Simulation

Based Design of Complex
Systems

\We now have:

—A definition of elD:
—A definition of e-

e

REQUIREMENTS

health and related
applications;

—An example e-health
use case, and
requirements.

Where do we go from
here?

YES f NO

PASS f FAIL



Overview of Process
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Model Verification with TPN and Romeo
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Example of TPN Model

« ROMEO:

— TPN Analyzer: translates TPN
models into Timed Automata;

— Performs state space
computation and on-the-fly
model checking of reachability
properties.




Use Case Analysis with CSP and FDR2

« CSP (Communicating
Sequential Processes):

— Language for describing
patterns of interaction.

FDR2 (Failures/Divergence
Refinement 2):

— Model checker for systems
described in CSP;

— It converts two CSP
process expressions into
labelled transition systems,
and then determines whether
one of the processes is a
refinement of the other.
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